
Contents
1 GROUPWISE 8 - BASICS.................................................................................25

1.1 HISTORY OF GROUPWISE....................................................................................25

1.2 WHAT'S NEW IN GROUPWISE 8............................................................................25

1.3 COMPONENTS OF A GROUPWISE SYSTEM................................................................28

1.3.1 GroupWise..............................................................................................28

1.3.2 GroupWise User.....................................................................................28

1.3.3 GroupWise-domain database.................................................................29

1.3.4 GroupWise post office database.............................................................30

1.3.5 GroupWise System..................................................................................31

1.3.6 GroupWise Client...................................................................................31

1.3.7 Post Office Agent....................................................................................32

1.3.8 Message TransferAgent..........................................................................32

1.3.9 Calendar Publishing Host......................................................................32

1.3.10 WebAccess............................................................................................33

1.3.11 Document Viewer Agent.......................................................................33

1.3.12 GroupWise Administrator.....................................................................34

1.3.13 GroupWise Directory............................................................................34

1.3.14 GroupWise Libraries............................................................................36

1.3.15 Other GroupWise objects and GroupWise services.............................37

1.4 GROUPWISE DESIGN...........................................................................................37

2 INSTALLATION................................................................................................45

2.1 PLANNING THE INSTALLATION...............................................................................45

2.1.1 Basic information....................................................................................45

2.1.2 Planning the GroupWise domain............................................................48

5



2.1.3 Planning the post office..........................................................................52

2.1.4 Planning the GroupWise agents.............................................................55

2.1.5 Summary of requirements.......................................................................60

2.2 INSTALLATION OF A BASIC SYSTEM.........................................................................61

2.2.1 NetWare / Windows ...............................................................................61

2.2.2 Linux.......................................................................................................71

2.2.3  Installation of the Windows client.........................................................83

2.2.4 Installation of the Linux client................................................................85

2.2.5 Installation of the Mac client .................................................................86

2.2.6Assigning GroupWise Accounts...............................................................87

2.3 INSTALLATION OF THE GROUPWISE INTERNET AGENT...............................................89

2.3.1 Overview.................................................................................................89

2.3.2 Preparation for the installation .............................................................93

2.3.3 Installation .............................................................................................95

2.3.4 Platform Specific Information..............................................................100

2.4 INSTALLATION OF GROUPWISE WEBACCESS........................................................100

2.4.1 Installation possibilities........................................................................101

2.4.2 Installation of the WebAccess agents...................................................105

2.4.3 Platform Specific Options.....................................................................111

2.4.4 Installation of the applications.............................................................112

2.5 INSTALLING GROUPWISE MONITOR....................................................................115

2.5.1 Overview of GroupWise Monitor..........................................................116

2.5.2 Installation ...........................................................................................116

2.6 INSTALLATION OF THE CALENDAR PUBLISHING HOST.............................................119

2.7 PLANNING GROUPWISE LIBRARIES......................................................................126

2.7.1 Investigate the storage requirement.....................................................127

2.8 INSTALLATION OF ADDITIONAL AGENTS.................................................................133

2.8.1 Performance.........................................................................................134

2.8.2 Fail Over...............................................................................................134

2.8.3 Gateways...............................................................................................134

2.8.4 Installation............................................................................................134

6



2.9 WINDOWS CLIENT INSTALLATION OPTIONS.............................................................137

2.9.1 The installation process........................................................................137

2.9.2 The Role of Setup.cfg............................................................................139

2.9.3 SetupIP..................................................................................................143

2.9.4 GWTuner...............................................................................................144

3 UPDATING A GROUPWISE SYSTEM........................................................149

3.1 UPDATE PLAN..................................................................................................149

3.2 UPDATE OF THE PRIMARY DOMAIN.......................................................................150

3.3 UPDATING THE POST OFFICE................................................................................156

3.4 UPDATING SECONDARY DOMAINS.........................................................................156

3.5 UPDATING THE GWIA AND WEBACCESS...........................................................156

3.6 UPDATING THE CLIENT SOFTWARE.......................................................................157

4 ADMINISTRATION AND CONFIGURATION...........................................161

4.1 INTRODUCTION.................................................................................................161

4.2 ADMINISTRATION TOOLS....................................................................................161

4.2.1 GroupWise View...................................................................................161

4.3 GROUPWISE SYSTEM OPERATIONS.....................................................................162

4.3.1 Select Domain.......................................................................................162

4.3.2 GroupWise System Settings..................................................................163

4.3.3 eDirectory User Synchronisation.........................................................166

4.3.4 Administrator Defined Fields...............................................................168

4.3.5 Pending Operations..............................................................................170

4.3.6 Addressing Rules..................................................................................171

4.3.7 Time Zones............................................................................................171

4.3.8 External System Synchronisation.........................................................172

4.3.9 Software directory management...........................................................174

4.3.10 Restore Area Management.................................................................178

4.3.11 Internet Addressing.............................................................................180

4.3.12 Trusted applications...........................................................................180

4.3.13 LDAP Servers.....................................................................................180

7



4.3.14 Global Signatures...............................................................................181

4.3.15  Web Calendar Publishing Host.........................................................183

4.4 GROUPWISE DIAGNOSTICS................................................................................183

4.5 GROUPWISE SYSTEM UTILITIES.........................................................................185

4.5.1 Client options........................................................................................191

4.5.2 Expired Accounts (Records).................................................................206

4.5.3 Email Address Lookup..........................................................................207

4.5.4 Synchronise...........................................................................................207

4.5.5 Link configuration................................................................................208

4.5.6 Document Properties Maintenance......................................................212

5 THE DOMAIN OBJECT.................................................................................217

5.1 IDENTIFICATION................................................................................................217

5.2 POST OFFICE....................................................................................................219

5.3 ADDRESS BOOK...............................................................................................219

5.4 ADDRESSING RULES..........................................................................................221

5.5 INTERNET ADDRESSING .....................................................................................221

5.6 ADMIN LOCKOUT SETTINGS...............................................................................221

5.7 CALENDAR PUBLISHING.....................................................................................221

5.8 DEFAULT WEBACCESS......................................................................................223

5.9 EDIRECTORY RIGHTS.........................................................................................223

5.10 OTHER..........................................................................................................223

6 POST OFFICE OBJECT.................................................................................227

6.1 IDENTIFICATION................................................................................................227

6.2 POST OFFICE SETTINGS.......................................................................................229

6.3 MEMBERSHIP...................................................................................................231

6.4 RESOURCES, DISTRIBUTION LISTS AND LIBRARIES....................................................231

6.5 CLIENT ACCESS SETTINGS...................................................................................232

6.6 INTERNET ADDRESSING.......................................................................................232

6.7 SECURITY........................................................................................................233

6.8 DEFAULT WEBACCESS......................................................................................235

8



7 USER OBJECT.................................................................................................239

7.1 ACCOUNT........................................................................................................239

7.2 DISTRIBUTION LISTS.........................................................................................243

7.3 RESOURCES......................................................................................................244

7.4 NICKNAMES.....................................................................................................244

7.5 GATEWAY ALIASES...........................................................................................244

7.6 X.400 INFORMATION........................................................................................245

7.7 DISTRIBUTION LIST ADMINISTRATION..................................................................245

7.8 CALENDAR PUBLISHING.....................................................................................246

7.9 INTERNET ADDRESSING......................................................................................246

8 DOCUMENT MANAGEMENT......................................................................251

8.1 THE TASK OF DOCUMENT MANAGEMENT............................................................251

8.2 THE INDEX PROCESS.........................................................................................251

8.2.1 Quickfinder Index Databases...............................................................252

8.2.2 Quickfinder Index Files........................................................................252

8.2.3 Incremental Files..................................................................................252

8.2.4 Wordlists...............................................................................................252

8.3 POST OFFICE AGENT SETTINGS..........................................................................254

8.4 SEARCHING......................................................................................................256

8.4.1 Searching a  Local Library...................................................................256

8.4.2 Searching a Remote Library.................................................................257

8.4.3 Searching Multiple Libraries................................................................258

8.5 OPTIMISATION..................................................................................................258

8.5.1 Optimisation of the search result representation.................................258

8.5.2 A Single Post Office Agent....................................................................259

8.5.3 Multiple Post Office Agents..................................................................259

8.5.4 Additional Considerations....................................................................260

8.6ADMINISTRATION ..............................................................................................262

8.6.1 Identification.........................................................................................263

8.6.2 Storage Areas........................................................................................264

8.6.3 Rights....................................................................................................266

9



8.7 WORKING WITH GROUPWISE DOCUMENTS...........................................................268

8.7.1 Document References...........................................................................268

8.7.2 GroupWise Search................................................................................268

8.7.3 Search Result Folders...........................................................................269

8.7.4 Shared Folders......................................................................................270

8.8 APPLICATION INTEGRATION.................................................................................270

8.8.1 ODMA Integration................................................................................270

8.8.2 Point-to-Point Integration....................................................................271

8.8.3 Loose Integration..................................................................................271

8.8.4 Custom Integrations..............................................................................271

8.9 DOCUMENT MANAGEMENT SECURITY..................................................................273

8.9.1 Library Rights.......................................................................................273

8.9.2 Document Rights...................................................................................274

8.9.3 Rights specific to a version...................................................................275

9 OTHER OBJECTS...........................................................................................279

9.1 RESOURCE OBJECT............................................................................................279

9.2 DISTRIBUTION LISTS..........................................................................................281

9.3 GROUPWISE APPLICATIONS...............................................................................283

9.4 PROVIDER OBJECTS............................................................................................292

10 THE MESSAGE TRANSFER AGENT........................................................297

10.1 STARTING THE MTA......................................................................................297

10.1.1 Starting the MTA on a NetWare server..............................................298

10.1.2 Starting with command line parameters.............................................298

10.1.3 Starting the MTA under Windows ......................................................299

10.1.4 Starting under Linux...........................................................................300

10.1.5 MTA Command line parameters.........................................................301

10.2 CONFIGURATION OF THE MTA.........................................................................302

10.2.1 Identification.......................................................................................302

10.2.2 Network Address ................................................................................303

10.2.3 Agent settings......................................................................................304

10



10.2.4 Log settings.........................................................................................307

10.2.5 Message Log Settings.........................................................................308

10.2.6Scheduled events..................................................................................309

10.3 LINK CONFIGURATION .....................................................................................310

10.4 THE MTA CONSOLE.......................................................................................314

10.5 MTA LOG FILES............................................................................................320

10.6 OPTIMISATION OF THE MTA ...........................................................................323

11 POST OFFICE AGENT.................................................................................333

11.1 OVERVIEW.....................................................................................................333

11.1.1 Post office database............................................................................333

11.1.2 Message store.....................................................................................333

11.2 THE ROLE OF THE POST OFFICE AGENT................................................................337

11.2.1 Client server access............................................................................337

11.2.2 Message processing............................................................................338

11.2.3 Other POA functions...........................................................................338

11.2.4 GWDCA..............................................................................................339

11.3 STARTING THE POST OFFICE AGENT..................................................................339

11.3.1 Starting the POA on NetWare.............................................................339

11.3.2 Starting the POA on Windows............................................................342

11.3.3 Starting under Linux...........................................................................343

11.4 CONFIGURATION OF THE POA..........................................................................344

11.5 CONFIGURATION OF THE POA IN A CLUSTER......................................................355

11.6 MOVING THE POA ........................................................................................356

11.7 CONFIGURING A NEW POA LOCATION...............................................................357

11.8 GROUPWISE NAMESERVER..............................................................................357

11.9 POST OFFICE AGENT CONSOLE COMMANDS...........................................................358

11.9.1 Configuration menu............................................................................359

11.9.2 Options menu......................................................................................360

11.10 OPTIMISATION OF THE POST OFFICE AGENT........................................................364

11.10.1 Log files............................................................................................364

11.10.2 Optimisation of the system................................................................366

11



11.10.3 Adjusting the POA for optimum performance..................................367

11.10.4 Configuration of a dedicated POA...................................................368

11.10.5 Server Optimisation .........................................................................370

12 INTERNET AGENT.......................................................................................377

12.1  OVERVIEW....................................................................................................377

12.1.1 Architecture........................................................................................377

12.2 CONFIGURATION ............................................................................................378

12.2.1 GroupWise..........................................................................................379

12.2.2 SMTP/MIME.......................................................................................386

12.2.3 LDAP Settings.....................................................................................402

12.2.4 POP3 / IMAP4....................................................................................403

12.2.5 Server directories................................................................................404

12.2.6 Access Control....................................................................................405

12.2.7 Network Reattach................................................................................414

12.2.8 Post office connections.......................................................................414

12.3 GWIA SERVER CONSOLE................................................................................415

12.4 GWIA LOG FILES..........................................................................................421

12.5 GWIA ADDRESSING OPTIONS.........................................................................425

12.6 INTERNET ADDRESSING.....................................................................................427

12.7 GWMTP.....................................................................................................429

12.8 ADDRESS RESOLUTION....................................................................................433

12.9 OPTIMISATION................................................................................................438

12.9.1 Performance.......................................................................................438

12.9.2 Internet addressing ............................................................................438

12.9.3 System design......................................................................................439

12.10 SMTP AND RFC822..................................................................................440

13 WEBACCESS..................................................................................................445

13.1 ARCHITECTURE ..............................................................................................445

13.2 CONFIGURATION.............................................................................................446

13.2.1 Configuration of the WebAccess agent...............................................446

12



13.2.2 Configuration of the WebAccess Application.....................................456

13.2.3 Configuration of the Novell Speller application ................................467

13.2.4 Configuration of the WebPublisher Application ...............................468

13.2.5 Configuration of the GroupWise Provider ........................................470

13.2.6Configuration of the LDAP Provider .................................................472

13.2.7 GroupWiseDocumentProvider...........................................................474

13.2.8 Fail Over and Redirection..................................................................474

13.3 WEBACCESS SERVER CONSOLE .......................................................................478

13.3.1 WebAccess console ............................................................................478

13.3.2 WebAccess log files.............................................................................479

13.4 OPTIMISATION................................................................................................482

13.5 DOCUMENT VIEWER AGENT ............................................................................482

14 GROUPWISE CLIENT.................................................................................489

14.1 INSTALLATION AND UPDATE - WINDOWS............................................................489

14.1.1 ZenWorks............................................................................................489

14.1.2 Linux Installation and Update............................................................492

14.1.3 MAC Installation and Update.............................................................492

14.1.4 Auto-update.........................................................................................492

14.2 GROUPWISE MODES ......................................................................................493

14.2.1 Online Mode.......................................................................................494

14.2.2 Caching Mode.....................................................................................494

14.2.3 Remote Mode......................................................................................495

14.2.4 Hit the Road........................................................................................496

14.3 CLIENT START-UP SWITCHES............................................................................496

14.4 LOGIN PROCESS..............................................................................................498

14.4.1 GroupWise components in the memory..............................................498

14.4.2 Command line options........................................................................498

14.4.3 Windows registry................................................................................498

14.4.4 Network Provider................................................................................499

14.4.5 Novell Directory services...................................................................499

14.4.6 Domain Name Services.......................................................................500

13



14.5 CONFIGURATION FROM EDIRECTORY..................................................................501

14.6 DNS CONFIGURATION....................................................................................501

15 MONITORING THE GROUPWISE SYSTEM..........................................505

15.1 OVERVIEW.....................................................................................................505

15.2 GROUPWISE MONITOR...................................................................................505

15.2.1 Configuration of the Monitor Application..........................................506

15.2.2 Configuration of the Monitor Provider .............................................514

15.3 GROUPWISE MONITOR CONSOLES....................................................................515

15.3.1 Agent console......................................................................................515

15.3.2 Monitor web console...........................................................................515

15.3.3 Configuration .....................................................................................515

15.4 USING GROUPWISE MONITOR.........................................................................522

15.4.1 Monitoring the agents.........................................................................522

15.4.2 Managing connections........................................................................522

15.4.3 Performance considerations...............................................................524

15.5 USING THE MONITOR WEB CONSOLE................................................................529

15.6 USING START-UP SWITCHES.............................................................................531

16 GROUPWISE - AND EMAIL SECURITY..................................................535

16.1 WHY SECURITY?............................................................................................535

16.2 CERTIFICATES................................................................................................535

16.3 IMPROVING GROUPWISE SECURITY....................................................................537

16.3.1 Agents ................................................................................................537

16.3.2 Clients.................................................................................................537

16.3.3 WebAccess..........................................................................................538

16.3.4 Web consoles......................................................................................538

16.3.5 Third party applications.....................................................................538

16.4 PREPARATION OF THE SYSTEM ..........................................................................538

16.5 CREATING CERTIFICATES.................................................................................540

16.5.1 Novell Certificate server ....................................................................542

16.5.2 OpenSSL.............................................................................................543

14



16.5.3 Official Certificate Authorities...........................................................544

16.6 CONFIGURATION OF THE COMPONENTS ...............................................................544

16.6.1 POA Configuration.............................................................................545

16.6.2WebAccess...........................................................................................546

16.6.3 MTA....................................................................................................547

16.6.4 Web console........................................................................................549

16.6.5 Web server - Apache on NetWare.......................................................549

16.6.6 Apache on SLES10 /SLES11...............................................................550

16.7 EMAIL SECURITY ...........................................................................................551

17 TIPS AND TRICKS........................................................................................563

17.1 INFORMATION STORE MAINTENANCE CONCEPTS..................................................563

17.1.1 Structural Maintenance......................................................................564

17.1.2 Content Maintenance..........................................................................564

17.1.3 Relationship between structure and contents.....................................564

17.1.4 Email Policy........................................................................................565

17.1.5 Dealing with disk space restrictions...................................................566

17.2 CHECKING  THE GROUPWISE DATABASES...........................................................570

17.2.1 Mailbox/Library Maintenance............................................................571

17.2.2 GroupWise message store check........................................................571

17.2.3 Scheduled events for the POA.............................................................574

17.2.4 Creating a Scheduled Event................................................................576

17.2.5 Archive Message Store Maintenance..................................................578

17.3 MAINTENANCE MEASURES................................................................................578

17.3.1 Analyze/Fix of the databases..............................................................579

17.3.2 Structural Rebuild...............................................................................581

17.3.3 Re-create User Database....................................................................582

17.3.4 Maintenance of Directory Information...............................................582

17.4 GROUPWISE DATABASE BACKUP.....................................................................598

17.4.1 Target Service Agent...........................................................................598

17.4.2 Target Service Agent for File Systems................................................599

17.4.3 GroupWise Backup Timestamp Utility ..............................................601

15



17.4.4 Backup Without Agents ......................................................................602

17.5 RESTORING DATA ..........................................................................................603

17.6 RESTORING INDIVIDUAL MAILBOX CONTENTS.....................................................604

17.6.1 Creating a Restore Area.....................................................................604

17.6.2 Using the Restore area.......................................................................606

17.6.3 Problems with the Restore area..........................................................609

17.7 CARE AND MAINTENANCE OF THE LIBRARY .......................................................610

17.7.1 Analysis and Repair of the Databases................................................611

17.7.2 Analyse and Repair Library................................................................612

17.7.3 Rebuilding DMSH.DB .......................................................................614

17.7.4 Other library options..........................................................................615

17.7.5 Restoring Documents..........................................................................616

17.8 GROUPWISE ERROR CODES.............................................................................621

17.8.1 Frequent Error codes.........................................................................622

17.8.2 Three-stage error Troubleshooting....................................................623

17.8.3 Determining the cause of problems....................................................626

17.9 BACKUP CONCEPTS.........................................................................................634

17.10 VIRUS PROTECTION.......................................................................................635

17.11 MOVING  USERS .........................................................................................637

17.12 AGENT START-UP PROBLEMS.........................................................................638

17.12.1 MTA..................................................................................................639

17.12.2 POA...................................................................................................641

16


